In this paper, a five-dimensional discrete hyperchaotic map is constructed by combining Logistic map and 3D discrete Lorenz map. Based on this chaotic system, a block-based image encryption scheme related to plaintext is designed. The encryption scheme includes scrambling operation and diffusion operation. In the scrambling operation, the scrambling sequence is related to the pixels of the plaintext image, while in the diffusion operation, two rounds of diffusion are carried out for intra-block diffusion, and the generation of random diffusion sequence is related to a pixel value in the block in each round of diffusion, which makes the algorithm resist chosen-plaintext attack. When the next block is diffused, the generation of the diffusion sequence is related to the first and last pixels of the previous block, which makes the block and block interact with each other and enhances the sensitivity of the algorithm to plaintext. Theoretical analysis and experimental results demonstrate the security and practicability of the cryptosystem.
I. INTRODUCTION
With the rapid development of computer and communication technology, multimedia information, such as image, audio and video, has become the main carrier of network information because of its advantages of clarity, vividness and visualization and has been widely used and disseminated. Images always involve sensitive events, such as business, military, medical and political affairs. Therefore, how to ensure the security of images transmitted and stored on public networks has attracted unprecedented attention in the field of cryptography and information security. Different from text data, image data has the characteristics of large amount of data and high redundancy. The encryption efficiency will be low and the statistic of ciphertext samples will be poor by adopting the traditional encryption algorithms such as DES and AES. In addition, because of the strong correlation of the pixels, the ciphertext image will reflect the general outline of the plaintext image by traditional The associate editor coordinating the review of this manuscript and approving it for publication was Di He . encryption algorithm. Therefore, the traditional encryption algorithm is no longer suitable for image encryption [1] . The development of chaos theory paves a new way for image encryption. Chaos is a complex and seemingly random physical phenomenon produced by a deterministic nonlinear system. Chaotic sequences generated from chaotic systems have characteristics of pseudo-randomness, non-periodicity and high sensitivity to control parameters and initial conditions. At the same time, chaotic sequence can be generated rapidly and regenerated accurately. These characteristics make chaotic system particularly suitable for cryptography. Since Fridrich [2] proposed a pioneering alternative-diffusion encryption architecture in 1998, scholars have sprung up many image encryption algorithms based on chaotic systems. Wang et al. [3] proposed a new image encryption algorithm based on high-sensitivity index chain and random diffusion. Khan et al. [4] proposed a confusion and diffusion algorithm based on TD-ERCS map to break the correlation among the highly autocorrected binary data, which shows better results in terms of security. To reduce computational cost and also provide security against new attacks, Khan and Ahmad [5] proposed a secure and light-weight chaos based efficient selective image encryption scheme. Chai et al. [6] proposed a color image cryptosystem based on dynamic DNA encryption and chaos, in which a diffusion mechanism based on random numbers related to plaintext was presented to diffuse. In [7] , DNA sequence, SHA-512 and affine transformation were adopted to designed medical image encryption scheme. In [8] , an effective bit-level image encryption scheme based on 3D cat map, reverse 3D cat map and an improved chaotic map with Markov properties is proposed, which can strongly resist differential attack, chosen-plaintext attack and knownplaintext attack. Xu et al. [9] proposed a chaotic image encryption algorithm based on block scrambling and dynamic index diffusion, in which, dynamic ciphertext feedback mechanism and dynamic plaintext feedback mechanism were used to resist chosen-plaintext attack and known-plaintext attack. Zhu and Zhu [10] proposed a encryption scheme with both key avalanche effect and plaintext avalanche effect, in which, the decrypted ciphertext will become a ''white'' image with a few ''black spots'' rather than a random chaotic image as a result of the wrong key. Zhu et al. [11] proposed a fast image encryption algorithm based on double chaotic S-boxes. In [12] , [13] , discrete chaotic map and substitution box (S-box) is used to encrypt images with confusion and diffusion. Meanwhile, because most of the current encryption algorithms involve large amounts of data, which will cause some pressure on encrypted image ciphertext communication. many compression and encryption algorithms have also been presented based on CS and chaos [14] - [19] .
However, many image encryption algorithms based on chaos are insecure, and can not resist chosen-plaintext attack and known-plaintext attack [20] - [27] . Zhu et al. [20] cracked a chaotic image encryption algorithm with ciphertext feedback mechanism by chosen-plaintext attack and knownplaintext attack, which made the method of using ciphertext feedback mechanism to resist chosen plaintext attack invalid; Akhavan et al. [21] analyzed the security of an image encryption algorithm based on DNA coding and elliptic curve cryptography and the results of the analysis demonstrate that security of the algorithm mainly relies on one static shuffling step, with a simple confusion operation, the images encrypted with the same key could easily be recovered using the suggested cryptanalysis method with as low as two chosen plain images; In [22] , the weaknesses in the cryptosystem proposed by Zhang et al. [23] presented and the plaintext image was successfully restored based on the chosen-ciphertext attack; In [24] , an image encryption scheme based on onedimensional chaotic system was cryptographically analyzed, and the analysis shows that the original image can be then completely recoverable using differential cryptanalysis and an image encryption algorithm using an S-box generated by chaos was broken in [25] through chosen-plaintext attack. Li et al. [26] formulated an attack model for the encryption algorithm with permutation-diffusion structure, the encrypted image can completely be recovered without knowing the encryption keys based on the attack model. It can be seen that the main reason why these algorithms are cracked is that the key stream used in the encryption system is independent of the plaintext image, that is, the key used to encrypt any image is fixed, which makes the encryption algorithm unable to resist chosen-plaintext attack / chosen-ciphertext attack. Zhu et al. [27] proposed improved cryptanalysis of an image encryption scheme using combined 1D chaotic maps.
Various key stream generation schemes related to plaintext have been proposed in recent years in order to resist chosenplaintext attack and chosen-ciphertext attack [28] - [31] . For example, in [28] , the initial value of the chaotic system is correlated with the total number of pixels in the plaintext image and in [10] , [29] - [31] , the hash value of image is taken as part of the initial value of chaotic system, so that the random sequence generated by chaotic system is related to plaintext, which enhances the security of encryption system. Therefore, the key set of the encryption system is the initial value of the chaotic system and the hash value of the image (the sum of pixels). Similarly, when decrypting, not only the initial value of the chaotic system, but also the hash value of the image (the sum of pixels) is used. Decrypting different ciphertext requires different hash values (the sum of pixels), which makes key management more difficult, it is not feasible in practical applications. In this paper, a plaintextrelated image encryption algorithm based on block structure and chaos is proposed, which adopts scrambling-diffusion structure. In the diffusion stage, each block is diffused in two rounds and the generation of random diffusion sequence in each round is related to a pixel value in the block, which makes the algorithm resist chosen-plaintext attack. When the next block is diffused, the generation of the diffusion sequence is related to the first and last pixels of the previous block, which makes the block and block interact with each other and enhances the sensitivity of the algorithm to plaintext. The key set of the algorithm is the initial value of the chaotic system. The encryption keys used to encrypt different images are fixed, and no additional keys need to be transmitted to decrypt different images, which reduces the difficulty of key management.
The security problems of chaotic cryptosystem are mainly divided into two categories: one is caused by the structure of encryption algorithm. The second is caused by the chaotic system itself. Theoretically, a chaotic behavior will never close or repeat in the phase plane. However, as the finite precision domain cannot have infinite states, which make the chaotic behaviors degrade to periodic behaviors and this leads to poor random performance of chaotic random number sequences. Generally speaking, hyper-chaotic systems have two or more positive Lyapunov exponents, and their dynamic behavior is more complex. Therefore, hyper-chaotic systems can generate more random chaotic sequences and encryption algorithm has higher security based on hyper-chaos. So, hyper-chaos has attracted more and more scholar's interest. Based on some well-known three-dimensional chaotic systems such as Chen system, Lu system, generalized Lorenz system, unified chaotic system, several four-dimensional hyper-chaotic systems [32] - [36] are constructed and all the above chaotic systems are continuous-time chaotic systems. At the same time, some discrete chaotic maps are constructed continuously [10] , [37] - [39] . Lambić [37] constructs a onedimensional discrete chaotic map based on permutation and combination; In [38] a class of quadratic polynomial chaotic maps with three system parameters are constructed, which are topologically conjugated with Tent maps; Chen et al. [39] constructed a 4D discrete chaotic system and in [10] , a sixdimensional discrete chaotic systems based on the 4D discrete chaotic systems proposed in [39] is constructed, which display more complicated dynamics behavior. The complexity of discrete chaotic systems is much larger than those of the continuous-time chaotic systems [40] , [41] . So, discrete chaotic systems have better application value in the field of information encryption.
In order to improve the security of chaos based image encryption system, we propose a new high-dimensional discrete chaotic system in this paper. Based on the new highdimensional discrete chaotic system, an image encryption scheme associated with plaintext is designed. Compared with other encryption schemes, the advantage of this scheme is that it has better performance against chosen-ciphertext attack, convenience of key management in the ''one-timeone-cipher'' encryption scheme.
II. CONSTRUCTION OF A NEW FIVE-DIMENSIONAL DISCRETE CHAOTIC MAP
Many studies have been devoted to construct highdimensional discrete chaotic systems with complex properties and better chaotic behavior [42] - [44] . The most common method of constructing higher-dimensional chaotic maps is using multiple lower -dimensional seed maps.
A. LOGISTIC MAP
Logistic map is a relatively simple and widely used onedimensional discrete chaotic map, which is defined as:
Where, µ is the branching parameter, x 1 (k) ∈ (0, 1). When 3.5699456 < µ < 4, the logistic map is in chaotic state, and the sequence generated by the system equation is nonperiodic, non-convergent and sensitive to the initial value.
B. 3D DISCRETE LORENZ MAPPING
The 3D discrete Lorenz mapping is defined as [45] :
The three Lyapunov exponents of the system are 0.07456, 0, -0.07456 respectively, so it is a chaotic system.
C. THE NEW 5D DISCRETE CHAOTIC MAP
When low-dimensional chaotic system is applied to information encryption, the key space is small and easy to be decoded. To solve this problem, a new high-dimensional discrete chaotic system is proposed in this paper. Combining Logistic map with 3D discrete Lorenz map, a 5D discrete chaotic map is constructed as shown in equation (3).
Among them, x(k), y(k), z(k), u(k), w(k) are the state variables of the system and a, b, c, d are real numbers and are the parameters of the system. When a = 4, b = 0.5, c = 0.3, d = 0.9, the system is chaotic, and the five Lyapunov exponents of the system calculated by Wolf method are 0.17857, 0.07843, -0.06597, -0.16784, -0.18764, respectively. It can be seen that the new system is a hyper-chaotic system with more complex dynamic behavior. Taking the initial values (x(0), y(0), z(0), u(0), w(0)) = (0.9, -0.28, 0.183, 0.5, 0.57), the chaotic trajectory of the system after 6000 iterations is shown in Figure 1 .
D. ENTROPY ANALYSIS OF THE 5D DISCRETE CHAOTIC MAP
There are many techniques to evaluate the system complexity from time sequence [40] , [46] . One of the most famous method is Approximate Entropy (ApEn) [47] . The Approximate Entropy ApEn(2, r, N ) of series of lengths 1000 and 3000, for two values of r are calculated and shown in table 1. The Approximate Entropy of X sequence is the same value of Logistic map. Each value is larger than zero, which verifies the chaotic nature of the proposed chaotic map.
III. THE ENCRYPTION ALGORITHM
Suppose that the plaintext image is an image with 256 gray levels and the size is L = m × n. The plaintext image is transformed into one-dimensional vector p = {p(1), p(2), . . . p(L)}. The encryption process includes two stages: permutation stage and diffusion stage. The operation of permutation stage is to scramble the position of image pixels globally to break the correlation between adjacent pixels. In diffusion stage, the image p which is scrambled globally is encrypted by replacing the pixel value to confuse the relationship between ciphertext and plaintext. The flowchart of the proposed scheme is shown in Figure 2 . After the scrambling process is completed, the image sequence p is divided into K sub-blocks, and then two rounds of diffuse encryption are performed on each subblock. Where, the number of blocks is K= L/16 , and x represents the smallest integer value of not less than x.
The specific steps of the permutation operation are as follows:
(1) In order to reduce the computational complexity, Logistic mapping is used to generate chaotic sequences in the permutation stage. Given the initial value x 1 (0) = 0.9654, iterative Logistic mapping (1) to generates chaotic sequence x 1 ={x 1 (1), x 1 (2), . . . , x 1 (L)).
(2) The scrambled image sequence p is obtained by scrambling the image sequence according to the following formulas (4) and (5) .
Formula (5) shows that the generation of scrambling sequence h(i) is related to the (i-1)-th pixel of the scrambled image. As the result, the scrambling sequence h(i) used to encrypt different plaintext images is different, so that the algorithm can resist chosen-plaintext attack. The specific steps of the diffusion phase are as follows:
(1) The new hyper-chaotic mapping (3) is adopted in the diffusion stage. (x(0), y(0), z(0), u(0), w(0) ) = (0.9, -0.28, 0.183, 0.5, 0.57) as initial values, and iterate 130 times for chaotic mappings (3), resulting in five chaotic sequences X, Y, Z, U, W. Each of them has 130 elements in length. Nemely,
Chaotic sequence is a non-periodic sequence, but due to the limitation of computer accuracy, chaotic sequence will degenerate into periodic sequence in the iteration process. To overcome this defect, a non-linear transformation of multiple chaotic sequences is carried out to obtain a longer period sequence. The chaotic flows X, Y, Z, U, W are transformed into two sequences D and T in [0, 1] interval by using the following transformation:
where,
(2) The scrambled plaintext sequence p is divided into K = L/16 blocks. Each block contains 16 pixels and is marked P i, i = 1, 2, 3, . . ., K . P i = p i,1 p i,2 . . . p i, 16 , where p i,j represents the j-th pixel value in the i-th block.
( (4) The first sub-block of the image p is encrypted by two rounds of diffuse encryption. The operation process includes the following sub-steps x to :
x Using D 1 and T 1 to generate two integers k 1 and l 1 , and obtain a integer d 1 as
where, p 1,k 1 is the pixel value with index k 1 in P 1 . y Update R 1 to R 5 . Assume that the value of element with index d 1 in the lookup table E is e(d 1 ), then we update R 1 , R 2 , R 3 , R 4 , R 5 using e(d 1 ). That is: R 1 ← mod(R 1 + e(d 1 ), 1), R 2 ← mod(R 2 +e(d 1 ), 1), R 3 ← mod(R 3 + e(d 1 ), 1), R 4 ← mod(R 4 + e(d 1 ), 1), R 5 ← mod(R 5 + e(d 1 ), 1).
z Generate seqence g = {g(1), g(2), . . ., g(16)}. Firstly, generate five chaotic sequences X, Y, Z, U and W with length of 8 by iterating chaotic systems 8 times with newly obtained initial values of (R 1 , R 2 , R 3 , R 4 , R 5 ). Then, the chaotic sequences X, Y, Z, U and W are transformed into two sequences D = {d (1) { Perform the first diffusion operation on the first block P 1 to obtain Q 1 = q 1,1 q 1,2 . . . q 1, 16 by
| Similar to step x, Using D 2 and T 2 to generate two integers k 2 and l 2 , and obtain a integer d 2 as k 2 = mod( D 2 × 10 12 , 16) + 1 (13) l 2 = mod( T 2 × 10 8 , 256) (14)
where, p 1,k 2 is the pixel value with index k 2 in P 1 . } Update RR 1 toRR 5 . Assume that the value of element with index d 2 in the lookup table E is e(d 2 ), then we update RR 1 , RR 2 , RR 3 , RR 4 , RR 5 using e(d 2 ). That is: 6) and Eq. (7) . Then, by using {(d(i), t(i)), i = 1, 2, 3, . . ., 8} to generate a 16-length chaotic sequence 
(4) The k-th sub-block of the image p is encrypted by two rounds of diffuse encryption, k = 2, 3, . . ., K. The operation process includes the following sub-steps x to :
x Using x 1 (2k-3) of the sequence x 1 obtained in the scrambling stage to generate a integer l 3 , and obtain a integer d 3 as
where, r(16k-16) is the last pixel value in the (k-1)-th block of the cipher image array R. y Update R 1 toR 5 . Assume that the value of element with index d 3 in the lookup table E is e(d 3 ), then we update R 1 , R 2 , R 3 , R 4 , R 5 using e(d 3 ). That is: R 1 ← mod(R 1 + e(d 3 ), 1), R 2 ← mod(R 2 +e(d 3 ), 1), R 3 ← mod(R 3 + e(d 3 ), 1), R 4 ← mod(R 4 + e(d 3 ), 1), R 5 ← mod(R 5 + e(d 3 ), 1).
z Generate seqence g = {g(1), g(2), . . ., g (16) }. The procedure is exactly the same as the sub-step z in step (3).
{ Perform the first round of diffusion operation on the k-th sub-block P k to obtain Q k = q k,1 q k,2 . . .q k, 16 by
| Using x 1 (2k-2) of the sequence x 1 obtained in the scrambling stage to generate a integer l 4 , and obtain a integer d 4 as
where, r(16k-31) is the first pixel value in the (k-1)-th block of the cipher image array R. (2), . . ., s(16)}. The procedure is exactly the same as the sub-step š in step (3).
Perform the second diffusion operation on the k-th subblock Q k to obtain R k = r k,1 r k,2 . . .r k, 16 by
(5) After R= R 1 R 2 . . . R K = {r(1), r(2), . . ., r(L)} is obtained, we transform R into an m × n matrix AA, then the cipher image is obtained.
The decryption process is the inverse process of the encryption algorithm. The ciphertext image is transformed into one-dimensional vector R = {r(1), r(2), . . ., r(l)}. Then, R is divided into K=[l/16] blocks, each block containing 16 pixels. Firstly, each block is performed with two rounds of inverse diffusion to recover the permuted version P. Secondly, the inverse permutation operation is performed on P to recover the plain image A.
IV. EXPERIMENTAL SIMULATION FOR THE ENCRYPTION ALGORITHM
In the simulation process of this algorithm, 256×256 ''cameraman'' image, all black image and All white are selected for experiment, and the key set of the encryption system is the initial value of the chaotic maps. Setting {x(0), y(0), z(0), u(0), w(0), x1(0)} = {0.965 4, 0.054 6, 0.670 5, 0.569 8, 0.7856, 0.7653}, the simulation results are shown in Fig. 3 . In Fig. 3, (a) , (c) and (f) are the original plaintext images; (b), (d) and (g) are the ciphertext images; (c), (e) and (h) are the decrypted images. It can be seen that the cipher images are all noise-like images, any useful things about the plain images can not be obtained from them, and the decrypted images are the same with the plain images, which means that this algorithm is secure and effective. 
V. SECURITY ANALYSIS OF THE PROPOSED ENCRYPTION ALGORITHMS
It is necessary to analyze the security of an encryption algorithm. Next, we will analyze the security of the algorithm from the key space, the statistical characteristics of ciphertext, the sensitivity of plain/ciphertext and chosen-plaintext attack.
A. KEY SPACE ANALYSIS
The number of keys available in encryption is the size of the key space. The larger the key space, the better the performance against brute force attack. The key set of this algorithm is {x 1 (0), x(0), y(0), z(0), u(0), w(0)}. Experiments show that the accuracy of x(0), y(0), z(0), u(0), w(0) can reach 10 −15 , and that of x 1 (0) can reach 10 −14 . The key space can reach 10 15 ×10 15 ×10 15 ×10 15 ×10 15 ×10 14 = 10 89 ≈ 2 296 .The key space of a secure cryptosystem should be greater than 2 100 pointed out in [1] . Therefore, the algorithm is secure against brute force attack.
B. STATISTICAL CHARACTERISTIC ANALYSIS
It is necessary to carry out statistical analysis. In this part, the security evaluation of the encryption algorithm is carried out from the aspects of image histogram analysis, adjacent pixel correlation and information entropy 1) STATISTICAL HISTOGRAM ANALYSIS Histogram reveals the distribution of image pixels, which is a basic attribute of digital image. The histogram of ciphertext image should be totally different from that of plaintext image, and the more uniform the distribution of the histogram of ciphertext image, the better the encryption effect. In the histogram, the abscissa represents 256 gray levels of the gray image, and the ordinate represents the frequency of each gray level of all the pixels of the image. In this paper, four classical images ''autumn'', ''pepper'', ''rice'' and ''cameraman'' are encrypted to show the effectiveness of the algorithm. In order to save space, only the histogram of the original image and the histogram of the encrypted image are presented, as shown in Figure 4 (a) and (b), respectively. From the statistical histogram, the histogram of the original image presents a bimodal distribution with obvious statistical characteristics. However, the probability distribution of the histogram of the encrypted image is close to that of the equal probability distribution, so the encrypted image is a random image.
2) PIXEL CORRELATION ANALYSIS
For a natural image, adjacent pixels have strong correlation, and the redundancy of information is very large. One of the goals of image encryption is to remove this redundancy and reduce the correlation between adjacent pixels. In order to evaluate the correlation of images, 9000 pixels are randomly selected as reference points, and the adjacent pixels are selected along the horizontal, vertical and diagonal directions to form a pair of pixels. Then, by using Eq. (26), the correlation coefficients of plaintext image and corresponding ciphertext image in these three directions are calculated respectively. The correlation coefficients of the adjacent elements of the original image and the encrypted image are shown in Table 2 .
The correlation coefficients r c can be calculated as
where x i and y i represent the gray values of the adjacent two pixels respectively, and n represent the number of selected pairs of pixels.
In order to compare the correlation of adjacent pixels between plaintext image and ciphertext image more vividly and intuitively, taking ''cameraman'' as an example, the correlation distribution maps of plaintext image and corresponding ciphertext image in these three directions are drawn respectively. Figure 5 shows the correlation distribution of ''cameraman'' plaintext image and corresponding ciphertext image in three directions. From Table 1 and Figure 5 , it can be seen that the adjacent pixels of plaintext image have strong linear relationship in three directions, while the adjacent pixels of ciphertext image show random relationship in three directions, which shows that the redundancy and correlation of pixels are removed.
(3) Information entropy analysis of ciphertext image The information entropy of the image is used to measure the confusion of the image and measure the distribution of the gray value. The greater the entropy of the image is, the more consistent the gray distribution of the image is. The formula for calculating information entropy is shown in (25)
where p(m i ) indicates the probability of the occurrence of the gray value m i , H represents the gray level of the image. For a 256 level grayscale image, H = 256. When the probability distribution of ciphertext is equal probability distribution, the information entropy value is 8, which is the maximum information entropy corresponding to a completely random source. The closer the information entropy of the image is to 8, the stronger the randomness of the image is. In order to detect the randomness of the encrypted image in this algorithm, the information entropy values of the encrypted ''rice'', ''cameraman'', ''autumn'', ''pepper'' images are calculated and the results are shown in Table 3 . It can be seen that the information entropy of the ciphertext images of the four images are very close to 8. It shows that the randomness and unpredictability of the encrypted image are very high.
C. ENCRYPTION QUALITY MEASUREMENT 1) MAXIMUM DEVIATION
The maximum deviation (MD) measures the quality of encryption scheme in the sense that how it maximizes the deviation between plaintext and ciphertext [49] . The More the ciphertext deviated from the plaintext, the better the encryption algorithm is. MD is calculated as
where h i is the amplitude of the absolute difference curve between original and encrypted images at value i. The computed values of MD for different images are shown in Table 4 .
2) IRREGULAR DEVIATION
The irregular deviation (ID) measures how much the statistical distribution of histogram deviation is close to uniform distribution. To calculate ID, one can refer [51] . The computed values of ID for different images are shown in Table 5 . Smaller value of ID confirms the good quality of the proposed image encryption scheme is achieved. 
3) HOMOGENEITY
Homogeneity determines, how closely the elements in the Gray-Level Co-occurance Matrices (GLCM) are distributed to the GLCM diagonal. GLCM shows the statistical combinations of pixel grey levels in tabular form. The GLCM table also determines the frequency of the patterns of different pixel gray levels. Mathematically, Homogeneity is defined as [51] :
where the gray-level co-occurrence matrices in GLCM is represented by p(a, b) . The computed values of Homogeneity for different images are shown in Table 6 . From Table 6 , one can see the smaller values of homogeneity for the proposed visual image encryption scheme. These smaller values of homogeneity reflects a higher secure nature of the proposed image encryption.
4) CONTRAST
For an image, contrast analysis calculates the intensity differences between two neighbouring pixels. Through contrast analysis, the viewer can clearly identify the object in texture of an image. For a strong image encryption scheme, higher contrast is required as it verifies that the texture is non-homogeneous. Mathematically, contrast is given by [51] :
where p(a, b) computes the number of GLCM matrices and N demonstrates the grand total of rows and columns. Values of contrast for the proposed scheme is shown in Table 7 . Higher contrast values in Table 7 reveals the higher security of the proposed scheme.
5) ENERGY
Energy is the statistical measurement of texture that considers the spatial relationship of pixels in the GLCM. Mathematically, energy of a ciphertext image is given by [51] :
where p(a, b) is the number of GLCM matrices. Energy values obtained for the proposed image encryption scheme are given in Table 8 . The lower values of energy confirms a higher degree of disor-deredness in the ciphertext image.
D. SENSITIVITY ANALYSIS OF PLAINTEXT
The plaintext sensitivity is that the plaintext image changes a little, which will lead to the ciphertext image will be completely different from the original ciphertext image. Number of Pixels Change Rate (NPCR) and Unified Average Changing Intensity (UACI) are commonly used to measure the sensitivity of encryption algorithms to plaintext. The formulas for the calculation of NPCR and UACI are as follows Table 9 .
E. KEY SENSITIVITY ANALYSIS
A secure encryption algorithm should be sensitive to the key in order to resist brute force attacks. Key sensitivity means that if the decryption key is slightly different from the correct key, no useful information of the plaintext image can be obtained from the decryption result. We select the following error keys Key1, Key2, Key3, Key4, Key5 and Key6 in Table 10 to decrypt the original ciphertext image, and the decryption result is shown in Figure 6 . It can be seen that no information of the original image can be obtained in the decrypted image, which also shows the high sensitivity of the algorithm to the key.
F. ANALYSIS OF CLASSICAL ATTACKS
There are four type of classical attacks: ciphertext-only attack, known-plaintext attack, chosen-plaintext attack, and chosen-ciphertext attack. Among the four classical attacks, the chosen-ciphertext and chosen-ciphertext attack are the most powerful attacks. If a cryptosystem can resist this attack, it can resist other types of attacks [49] . Chosen-plaintext attack assumes that an attacker has a chance to temporarily gain access to the encryption machine, so he or she can choose some special plaintext and get the corresponding ciphertext. Chosen-ciphertext attack assumes that the attacker has a chance to temporarily get access to the decryptor, so he or she can choose some special ciphertext and get the corresponding plaintext. Then the equivalent intermediate key can be deduced from these plaintext-ciphertext pairs. The encryption scheme proposed in this paper can resist chosen-plaintext (ciphertext) attack, which is reflected in two aspects. First, in the scrambling stage, the generation of scrambling sequence is related to the pixel value of plaintext image, that is, different scrambling sequences are used to encrypt different images. Secondly, in the phase of pixel diffusion, each block is diffused in two rounds, and the generation of random diffusion sequence is related to a pixel value in the block, which makes the algorithm resist the attack of selecting plaintext. When the next block is diffused, the generation of the diffusion sequence is related to the first and last pixels of the previous block. Blocks and blocks interact with each other, which enhances the sensitivity of the algorithm to plaintext. 
G. ANALYSIS OF ROBUSTNESS AGAINST NOISE AND CROPPING ATTACKS
In order to make the cryptosystem resist the differential cryptanalysis attack brought by the opponent, a strong diffusion mechanism is introduced into the proposed encryption algorithm. As a result, the ciphertext is sensitive to the noise of the transmission channel, so the algorithm lacks robustness to noise and cropping attacks. However, the lack of such robustness also makes it impossible for the opponent to decipher the plaintext accurately, which can ensure that the confidentiality of the image content is protected. As for how to make the encrypted image not only resist differential attack, but also withstand a certain degree of noise, we consider introducing error correction mechanism in channel coding and decoding. This is worthy of further study in the future.
VI. CONCLUSION
A new plaintext-related image encryption algorithm based on block structure and a five-dimensional chaotic map is proposed. The algorithm consists of two stages: scrambling and diffusion. This algorithm has not only the advantages of the existing ''scrambling-substitution'' algorithm, but also overcomes the shortcomings of the existing algorithm which is vulnerable to chosen-plaintext attack. In addition, it reduces the difficulty of key management in the ''one-time-onecipher'' encryption scheme. The main features of this algorithm are as follows:
(1) In the scrambling stage, the scrambling sequence is related to the plaintext image, and different scrambling sequences are used to encrypt different images.
(2) In the diffusion stage, two rounds of diffusion are carried out for intra-block diffusion, and the generation of random diffusion sequence is related to a pixel value in the block in each round of diffusion, which makes the algorithm resist chosen-plaintext attack. When the next block is diffused, the generation of the diffusion sequence is related to the first and last pixels of the previous block, which makes the block and block interact with each other and enhances the sensitivity of the algorithm to plaintext.
(3) When decrypting, the decryption key is only the initial value of the chaotic system, which reduces the difficulty of key management in the ''one-time-pad'' encryption scheme Finally, the simulation experiment and security analysis of the proposed encryption algorithm are carried out. The results show that the algorithm has the advantages of large key space, no obvious statistical characteristics of ciphertext, very sensitive to plaintext and key, and can resist differential attack and chosen-plaintext attack. It has good application prospects.
